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The wave of EU
digital regulation.
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The policy prompt: EU Data Strategy (2020)

* Defining a « European way of data governance » to improve « data
sovereignty » (term not present in the final version of the Data Strategy)
e >< China and US project « their concepts of data access and use » across the globe

* Building on the acquis: GDPR, Free flow of non-personal data Reg., Open
Data Dir., Cybersecurity Act

e TWO main avenues:

e Cross-sectoral measures:
» Data Governance Act or DGA (Nov. 2020—>May 2022)
» Data Act or DA (Febr. 2022->Dec. 2023)

e Sectoral data governance (= « organisational approaches and structures »,
including standards) within « common European data spaces »

* Ex.: health data space, industrial data space, mobility data space, etc.



EU 2020 Data Strategy: issues identified

* Access to data — availability of data along various axes
e B2B and C2B (title Ill DGA), G2B and G2C (title Il DGA), B2G (DA)
* Market power imbalances
* Protection of SMEs
* Data interoperability & quality
* Data infrastructure & technologies
* Empower individuals to exercise their rights
* Data literacy
* Cybersecurity



The objective of the EU Data Strategy

“The EU should create an attractive policy environment so
that, by 2030, the EU’s share of the data economy — data
stored, processed and put to valuable use in Europe — at least
corresponds to its economic weight.”

“The aim is to create a single European data space — a genuine
single market for data, open to data from across the world —
where personal as well as non-personal data, including
sensitive business data, are secure and businesses also have
easy access to an almost infinite amount of high-quality
industrial data, boosting growth and creating value, while
minimising the human carbon and environmental footprint.”




“Industrial” data: no definition
Could cover various legal types of data
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General Data Protection Regulation (GDPR 2016)

* Broad scope as personal data means:

* “any information relating to an identified or identifiable natural person (‘data
subject’); an identifiable natural person is one who can be identified, directly or
indirectly, in particular by reference to an identifier such as a name, an
identification number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental, economic,
cultural or social identity of that natural person” (Art. 4(1))

e For ex. autonomous cars generate personal
data:

e Position, direction of travel, journey history,
speed data, use of the brakes, mileage, etc.

* Unless anonymously collected...




How to distinguish personal & non-personal data?

Pseudonymized data Anonymized data

s o

* Plate of a company car

e Data on roads and transport architecture

 What when it is used to calculate the price Personal Non-personal
of taxi ride? dataset dataset

e Data on your smartphone battery

 What when a transport provider deduces
from this data that your request of a ride is

urgent and personalizes the price (surge
price)? Mixed data sets comprised of inextricably linked

pseudonymized (personal) and anonymized (non-
personal) data.
Is re-identification possible? If it is, still considered
personal data.

Source: https://www.carve.dk/2019/09/09/no-personal-data-no-gdpr-right-yes-but/



How to deal with mixed datasets?

e 2019 Guidance on the Free Flow of Data Reg (FFDR): “Mixed datasets
represent the majority of datasets in the data economy” because loT, Al, etc.

* If mixed data sets (personal + non-personal data):
* FFDR “applies to the non-personal part of the data set” (Art. 2(2) FFDR)
* GDPR applies to personal data part of the dataset

* If personal and non-personal data in dataset “are inextricably linked”—> GDPR
* “Inextricably linked” = not technically feasible to separate or economically inefficient

* But one should apply a risk-based approach to the reidentification of
personal data > GDPR applies if reasonable likelihood that the data can be
linked to a particular individual



EU definition of data in Data Governance Act and
Data Act: continuity between data and IP laws

* « ‘Data’ means any digital representation of acts, facts
or information and any compilation of such acts, facts
or information, including in the form of sound, visual or
audiovisual recording » (Art. 2(1) DGA; same in Art. 2(1) DA)

* Not only the ‘bits’, but their compilation (combination)
* Then IP comes in (for ex. database right or text and data
mining exception for copyright)
* Thus the legal definition of data brings in IP



A pendulum movement in EU data/IP laws
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Sui generis database right

GDPR
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Trade secrets

Ending in 2017: Starting in 2018:

Contemplated, but rejected: Data Governance Act
IP right on non-personal data CDSMD (with TDM exc.)

Free flow of data Reg Open Data Dir.

1. Increased control on data 2. Promoting access to data



Conflicting interests

Regulation of access
to a physical (digital)
resource:

Protection of an
intangible good:

information/IP
/ “data” laws




Reg. 2023/2854 = Data Act (DA): objectives

Reg. « on harmonised rules on fair access to and use of data »
Facilitate accessto gpecific objectives Provide for the use
and use of data by i
) . Dby public sector
consu mgrs an bodies of data held
businesses i
by enterprises

Facilitate switching Encourage development
between cloud of interoperability
and edge services standards for data

General aim: « ensuring fairness in the allocation of value from data among
actors in the data economy and foster access to and use of data »



The Data Act: structure

napter |: General provisions (definitions)

napter ll: Business to consumer and business to business data sharing
napter Ill: Obligations for certain data holders to make data available
napter IV: Unfair terms related to data access and use between
enterprises

Chapter V: Making data available to public sector bodies based on
exceptional need

napter VI: Switching between data processing services

napter VIl: International contexts non-personal data safeguards
napter VIll: Interoperability

napter IX: Implementation and enforcement

napter X: Sui generis right under Database directive

+ Chapter XI: Final provisions

O 0O 0O 0

O O 0O 00




Making data available to users (B2B and B2C)

Chapter |l

* Volunteered and observed data should be by default accessible to the
user of ANY loT device (# platforms), who is adequately informed on
the processing, use and access of data by this product (art. 3)

* The user directly or on basis of a simple electronic request must be
able to access data (art. 4) and make it available to third parties (art.
5). Limits:

* The user cannot use it to develop a directly competing product

* The third party cannot be a “gatekeeper”(cf. DMA)

* The third party must act according to the purposes agreed to and
refrain from adopting certain conducts (art. 6).




DA & GDPR: difficult coexistence

e Data Act: sharing by design

volunteered and observed data
should be by default accessible to
the user of ANY loT device (art. 3)

* GDPR: privacy by design

data should by default be
protected with technical
safeguards embedded into
the complete lifecycle of an
organization’s products,
services, applications, and
business and technical
procedures (art. 25)



Data sharing under the DA and IP

Rec. 28: “[...] Any trade secrets or intellectual property rights should be
respected in handling the data. It is important to preserve incentives to
invest in products with functionalities based on the use of data from

sensors built into that product. [...]”

The DA recognizes the importance of the protection of intellectual
property and particularly trade secrets, and aims at ensuring respect

thereof



Delivering on the
Digital Single Market

Building the European
y Data Economy
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Proposal for a Regulation on
European data governance
COM(2020) 767 final

Commission Q&A on the Data Governance Act

What is data governance?

Data governance refers to a set of rules and means to use
data, for example through sharing mechanisms,
agreements and technical standards. It implies structures
and processes to share data in a secure manner, including
through trusted third parties.

Why do we need a regulation on data governance?

The economic and societal potential of data use is
enormous: it can enable new products and services based
on novel technologies, make production more efficient,
and provide tools for combatting societal challenges. ....
To realise this enormous potential, more data must be
made available, shared with confidence and technically
easy to reuse.


https://www.google.com/imgres?imgurl=http%3A%2F%2Fec.europa.eu%2Fgrowth%2Fsites%2Fgrowth%2Ffiles%2F17data.jpg&imgrefurl=https%3A%2F%2Fec.europa.eu%2Fgrowth%2Fcontent%2Fcommission-outlines-next-steps-towards-european-data-economy-1_en&tbnid=978_v4p6UeMSmM&vet=12ahUKEwiX6pXPkeTuAhXNm6QKHRqmCSMQMygBegUIARCXAQ..i&docid=I_iaD190RqmhKM&w=363&h=248&itg=1&q=data%20economy%20european%20commission&hl=fr&client=firefox-b-d&ved=2ahUKEwiX6pXPkeTuAhXNm6QKHRqmCSMQMygBegUIARCXAQ

The Data Governance Act: objectives

e Adopted on 30th May 2022 (OJ, 3 June 2022)

* Entry into force 24 Sept. 2023 (for data intermediation services (DIS): 24 Sept. 2025)
 Creation of a new legal infrastructure for:

* Supporting the European data spaces

e Facilitating data sharing between businesses (B2B)

* Making public sector data available for re-use (G2B and G2C)

* Allowing the re-use of personal data

* Making data reusable on altruistic grounds

* For ex. pooling of public hospital data or donation of data by patients for scientific
research and the fight against Covid-19

* Creation of governance scheme (>< GAIA X: technical infrastructure)



Data sharing through an intermediary
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Data Intermediation Service (DIS)

« ‘data intermediation service’ means a service which aims to
establish commercial relationships for the purposes of data
sharing between an undetermined number of data subjects and
data holders on the one hand and data users on the other,
through technical, legal or other means, including for the
purpose of exercising the rights of data subjects in relation to
personal data » (Art. 2(11) DGA)

Paradox: DGA aims to enhance data sharing, but the DGA
creates a lot of obligations on DIS



Notification procedure for DIS

* General (>< specific supervision by DPAs, etc.) notification scheme for:

* Intermediation services aiming at facilitating data sharing through platforms or other means

* Intermediation services facilitating the exercise of the rights under GDPR (including right to data
portability) and contributing to the ‘personal data spaces’

» Services relating to ‘data cooperatives’ ‘enabling data subjects or micro, small and medium-sized
enterprises to collectively exercise their rights

* Provider established outside the Union, who offers DIS within the Union
needs to appoint a legal representative in one of the Member States in which
those services are offered.

* 11 conditions for data sharing services (DSS) in art. 11, including:

Separation of intermediation services from other value-added services (1)
Metadata can only be used for the development of DSS (2)
Acting in the data subjects’ best interest when facilitating the exercise of their rights (10)

Procedure: notification—=>competent authority/es—>standardized declaration (1 week)—>monitoring
of compliance + power to order cessation (art. 10-13)



The future —

The Draghi Report and — of European
innovation Competitiveness

https://commission.europa.eu/topics/eu-
competitiveness/draghi-report_en p. 30:

"Regulatory barriers to scaling up are
particularly onerous in the tech sector,
especially for young companies: the
EU’s regulatory stance towards tech
companies hampers innovation: the EU
now has around 100 tech-focused laws
and over 270 regulators active in digital
networks across all Member

States. Many EU laws take a
precautionary approach, dictating
specific business practices ex ante to
avert potential risks ex post."
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New dimensions in data policy

Geopolitics / national security

Balanced public
policy for data

Individual rights (privacy) Tech innovation



Ursula von der Leyen, Europe’s choice, Political Guidelines for the next
European Commission 2024-2029, Strasbourg, 18 July 2024, p. 10

“To support the development of Al and other frontier technologies, Europe needs to exploit
the untapped potential of data.

Access to data is not only a major driver for competitiveness, accounting for almost 4% of EU
GDP, but also essential for productivity and societal innovations, from personalised medicine
to energy savings.

However, too many companies in Europe struggle to get access to the data they need — while
large foreign tech companies use European data to fuel their business. While ensuring high
standards of data protection, we will support companies by improving open access to data,
notably to support SMEs to fulfil reporting obligations.

Europe needs a data revolution.

This is why we will put forward a European Data Union Strategy. This will draw on existing
data rules to ensure a simplified, clear and coherent legal framework for businesses and
administrations to share data seamlessly and at scale, while respecting high privacy and
security standards. “



The current

digital stack
The layers
Data (and Al) sovereignty
will be central -
Digital tech sovereignty: m:;
the stack of interconnected layers of Sdevi
technologies & inputs i

Chips

Critical resources:
Raw materials,
energy and water
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The way forward: need to experiment and
invest, more than to regulate data sharing

* Experiment and develop dedicated clouds for practicing data sharing in
different data spaces (later: for identifying best practices)

e Organisation of the spaces with the definition of standards and specific data
governance rules (with values such as interop, security, quality etc. by design)

* Open data approach for certain datasets

» Use carots/sticks (beyond codes of conduct) to find a balance between the
sharing objective and the temptation of confidentiality (certification, etc.)



Thanks for your attention

alain.strowel@uclouvain.be / alain.strowel@pierstone.com
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