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Smart hardware, disconnected
buildings.
« Modern residential and non-residential buildings are full of data

« Building and energy management systems, lighting, solar, smart
meters, even Wi-Fi access points

» But they’re not really that smart, because, among other things,
they’re not really connected

« Silo’d databases and sensors
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- Different semantics =Sl

 Different owners
- Today, every collaboration is (re)built from scratch

 Risking loss of data, and requiring costly setups
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The Green Data Space* builds a logbook that
catalogues data sources within built environments
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*Separate from the Green Deal Data Space
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But some questions still remain
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The follow-up questions (1)

What kind of data is it?

» Personal data or Non-personal data

Whose permission is needed?

«  For example, the data subject for personal data, the tenant for non-personal data within
private spaces, the building owner/device owner in shared spaces or multi-tenant setup for
non-personal data.

»  Are we asking the right person for permission? i.e., is their ‘ownership’ legitimate and
current? Proof of ownership/tenancy is likely to be required but introduces new concerns.

* And, what happens in cases with complicated ownership, e.g. multiple potential owners?




The follow-up questions (2)

What are the limits of access?

» Data users can for instance be BMS/EMS vendors, installers or maintenance professionals,
downstream optimisers.

« Onwhat grounds/basis is the data access requested? (Regulatory compliances, including
personal data)

«  What data must be shared, and what must be restricted? Is the data user developing
competing products? (Competition concerns)

Who gets to steer the building?

*  When the analysis from the data comes back, whose permission is needed before it can be
used in BMS/EMS systems?




We have some options in the solution design space...

g Consent Management Systems

v" A queryable log of who consented to what (IAB Europe’s
Transparency & Consent Framework; healthcare systems)

— No assurance that the person giving consent is entitled to give it

-

Real-Time Bidding in Online Ads

v A working model for matching supply/demand and usage
negotiation at scale

— Doesn’t solve privacy or competition concerns
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v + Provides the data sharing and semantic architecture

Green Data Space

— Only works once roles and rules are agreed-upon and

integrated.
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E Digital Identity and Business Wallets

AN

v" Credentials proving ownership/tenancy, kept up to date

— Deployment of pan-EU solutions, with legal validity, pending
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...and still more open questions

« Can cookie consent management be repurposed for permission
management in our use-case?

« How do you establish authority to permit data usage? How do you
do this at scale?

* How and where do the Data Act’s provosion limiting the data use
for competing prodycts come in? How can they be implemented?

» How is valuation and pricing implemented?*
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Where this goes next

-
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Short term

A workable governance model for GDS - who may authorise, how it’s verified, how it stays current.
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Long term

‘Permission Management Systems’ in Data Spaces

Hybrid agreements with machine-integrated (-readable and -executable) components, integrated into
the infrastructure.
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Thanks!

Kartik Chawla Olga Batura Geert Lamerichs
Legal System & Compliance Senior scientist Product owner
Automation Researcher ,
olga.batura@tno.nl geert.Lamerichs@tno.nl
kartik.chawla@tno.nl
S pace TNO 5"
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